3034 IEEE TRANSACTIONS ON INFORMATION THEORY, VOL. 47, NO. 7, NOVEMBER 2001

Performance Analysis of Physical Signature Authentication =~ When the distributions are not known, then nonparametric tech-
nigues may be used. In current implementations of systems for
Joseph A. O’SullivanSenior Member, IEEEand authentication of magnetic media, only the correlation coefficient is
Natalia A. SchmidMember, IEEE computed [8]. Suppose that a signature measurement is a realization
of a real-valued random proce$s(;}. This is typically collected
Abstract—n physical signature authentication schemes, a candidate sig- under controlied cond.ltlons a_nd stored for a!Jth(_antlcatlon PUTPOSES.
nature presented for authentication is compared to a prévious signature Suppose that a Candlldate signature, a rgallzatlon of a real-valued
measurement. Uniqueness of a signature is a result of a random physical fandom procesgY: }, is presented and claimed to correspond to a
process underlying the signature formation. In this correspondence, we realization of the procedsXy }. In the absence of a model for the data,
model signatures as realizations of random processes with known statistics. jf realizations ofn consecutive measurements of the proce$sés}

Rate functions for the fals_e alarm and miss probapllltles‘are determined. and{Y:} are available, the correlation coefficient may be computed as
The case where the candidate signature and previous signature measure-

ment are zero-mean, stationary, and Gaussian is covered in detail, yielding

n

quantitative measures of performance for system design. The binary case S (Xp—X)(Vi —Y)
is also discussed. E=1 )
/) = 1/7
Index Terms—nformation rates, pattern classification, physical signa- L =0 e s el
ture authentication, Toeplitz matrices. g_:l(‘x k= X) ki_:l(h‘ -Y)

whereX andY are the sample means obtained usingstreamples
from the processegX } and{Y%}, respectively. Typicallyp is com-
Random physical processes may be used as sources of signaturegdegd to a threshold. While good performance is observed empirically,
use in authentication. These signatures often arise from sensing realiga-error rates are generally unknown.
tions of the random configuration of physical particles. The motivating |n contrast to this nonparametric approach, we examine performance
example signature for this correspondence arises from fixing micrgf an authentication system using the optimal test statistic, the infor-
magnetic particles to a substrate using a binding agent [8]. Related g¥ation density. The error-rate functions are determined in terms of the
amples include recognition based on biometrics [13]-[15], the distribgistribution tilted between the joint and the independent distributions.
tion of trees or other objects in natural scenes, wood grains, and mate two extreme cases are of interest. Invoking Stein’s lemma, the error
other realizations of random media and scenes. In each of these caggs for the case of a fixed probability of false alarm is the sup-relative
the realization (signature) arises from an underlying random physigtropy rate function between the product and the joint distributions.
process. The complementary error rate function for the fixed probability of de-
Loosely speaking, the authentication problem is to determifgction case is the sup-information rate function. By computing the
whether two measurements (a candidate signature and a previgg§mal performance for known distributions, the results in this cor-
signature measurement) come from the same realization or ing€spondence, particularly the Gaussian results, provide bounds on the
pendent realizations of the physical process. The problem is stafr@formance and guidelines for system design.
as a hypothesis-testing problem, where under one hypothesis theng/e consider the stationary Gaussian case and a binary case. For the
is a joint distribution of the two measurements and under the ni@laussian case, the power spectra of the random processes determine
hypothesis the two measurements are independent. In the derivatifig, performance, but only through a ratio of the signal spectrum to
we assume that the probability distribution functions for the physicee signal-plus-noise spectrum. The Toeplitz distribution theorem is in-
random processes are known. This is a rather stringent requiremgiied at several points in the analysis. The rate functions are plotted for
for many applications. In fingerprint and other biometric analyseg example with low-pass random processes observed in white noise.
(including face recognition, retinal scans, and hand scans) [13]-[1R]ore detailed proofs are relegated to appendixes. In the binary case,
the true distribution for the random physical processes is not knowRe components of vectors are assumed to be independent and identi-

Finding a good model for those processes may be the most challengigfly distributed (i.i.d.). Closed-form expressions for the rate functions
part in order to apply the analysis here. In other applications, thesgd their plots are obtained.

may be a good model for the random physical process. For example,
with randomly placed objects with random sizes or orientations, a
Poisson process may describe the locations, and distributions for the Il. GENERAL RESULTS
sizes or orientations may be estimated from data.

|. INTRODUCTION

Suppose that there are two standard alphabet random processes
{X} and {Y.}. Assume that a candidate signature presented for

uthentication is a realization of the procgds.} and the previous
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Assumption 1: The pair random proced$ X, Y, )} is stationary =~ These two theorems describe conditions under which the log-likeli-
and ergodic under botRx~y~» andPx» x Py~.Foreach, Px~»y~» hood ratio converges to its expected value under either hypothesis with
andPx» x Py~ are mutually absolutely continuous. probability one. Under stronger conditions, the rate of convergence is
. e - . ._exponential under either hypothesis, with exponent determined by a
. The opnmgl teSt. Stat'St'C. IS glven.by the log-likelihood ratio, Whlcrﬁate function. We adopt a large-deviations approach, and obtain the rate
in this case is the information density functions under either hypothesis from the Gartner—Ellis theorem.

in (X7, Y") = Lioe Pxrye Let the rate functions fori, (X", Y") underH, andH; beIo(¢)
n(X7, 8 s (2 . . .

n 7 dPxn X Pyn andl (t), respectively. These rate functions are convex functions that
attain their minima at the expected values under the two hypotheses,
which are given in the two previous theorems-a8( Px x Py, Pxy)
andI(X; Y), respectively.

(X X~ |XK) < 00 (3) For the large-deviations results, we follow the approach described by
Bucklew [1, pp. 14-19] for his statement of the Gartner—Ellis theorem.
Define

Theprem 1:Let the _random process§s(,, } and{Y_,,} each have b n(8) = llog En{exp(snin(X™, Y™))}, m=0,1 (11)
the finite-gap information property, and let Assumption 1 hold. Then, n
under hypothesidi;, the information density converges to the supwherek: is expectation undefxy, andEy is expectation undePy x

Definition 1: A stationary procesd X, } is said to have the
finite-gap information property if there exists an intedgéisuch that

whereX ™ = (Xy, X_1, X_5,...), [3, p. 145].

information rate Py . Note thaig, . (s) = ¢o,n (s + 1).
lim i, (X", V") =T(X; Y), a.e.Pxy 4) Assumption 3:For eachs € R, the asymptotic log-moment-gener-
e ating function defined as
where G.(s) = lim 61 n(s)
— . 1 d_l—)Xnyn ol8) = ngléo P1,nl8
I(X;Y)=limsupF < —log ————+— 5
( ) n:xp ! {n & dPx» X Pyn } ( exists as an extended real number.

and whereF is expectation under the joint distribution Hf; . Assumption 4:Let D= = {s:4,(s) < oc}. The functions, is
(=5} : : "

For the proof, see Gray [3, pp. 178-179]. A similar theorem appliétfferentiable oriDy .

to convergence under hypothedis, but additional assumptions must  pefintion 2: The rate functiorl,.. is the Fenchel-Legendre trans-

be made. form of 3,
Assumption 2: Let PQ‘{ denote thek'th-order Markov approxi- L. (t) = sup[st — ¢, (s)], m=0,1,teR. (12)
mation toPx»y . For alln, assume . s

K) LetDy,, = {t € R : L(t) < co}.

PX”Y” > P)(inl/'n, > P)(n X Py ",
For notational convenience, we denote the expected values under the
two hypotheses aby = —D(Px X Py, Pxy)andL; = I(X;Y).
. . Sincego, (s + 1) = ¢1,x»(s), this relation is true in the limit, so
Jim_ o In dPxnyn T a.e.Fx x Py ) o (s+1) = &,(s). Also, the domain of,, is the domain ob, shifted,
and Dy ={s+ L:s € D }.This implies that the rate functiaf (¢) is
related tol; (¢) by

Additionally, assume that there is sorhg such that for alli” > K

1. aPE)

i<
nyn . ([\’)

im ) = _ _
Aim =0 @ Ii(t) = suplst = &, ()] = supst — G (s + 1)]
where = sup[st — t — &, (5)] = Io(t) —t.
(K i N
20 = Tim 2By din APy v . (8) From this, we can conclude thllty, = D, .
n—oo 1 dPxnyn Since any rate function equals zero at the mean of the corresponding

random variable/o(Lo) = 0 andI1(L;) = 0. Then we havd,, €
Theorem 2: Under Assumptions 1 and 2, the information densit?’o andL € Dr,, s0[Lo, 1] C Dr,.
converges to the negative sup-relative entropy rate between the produgthegrem 3 (Gartner—Ellis):Under Assumption 3, i, 5|0 D, #
and the joint distributions under hypothe#ls 0. then ”

im i (X", Y") = -D Py ’ 1 , .
nlglic in (‘X ’ Y ) D(PX X PY, P)\Y)'/ a.e.PX X P} Lim sup — log Pm{ln (‘Yn, Y n) € [(l, b]} § _ l[Ilfb] Im(f) (13)
n t€la,

9 n—oo

Under Assumptions 3 and 4, (i, b) C Dy, , then

where 1
_ | P . liminf —log Ppn{in (X", Y") € (a, b)} > — inf I,(t). (14
D(Px x Py, Pxy) =limsup Ep {llog df;\PiXP}} (10) n—oo n & {in ) D)} 2 te(a, b) (14)
n—o0 n nyn
andE; is expectation under the product distribution/. The proof is given in [1, pp. 14-19].

) o Considetla, b] C [Lo, L:]. The continuity and convexity of the rate
The proof of the theorem is a modification of a proof from Graynctions on their domains implies that

[3, pp. 165-167], and is given in Appendix A. The idea behind the ) ) ;

proof is that the finite-gap property and absolute continuity between tel[{if:b] Io(t) = tel(lfb) Io(t) = Io(a) (15)
the measures ensure that the limit is finite. A sequencE thforder

Markov processes is used to approximate the joint distribution. The . .

ergodicity of the processes then gives convergence. tel[l}fb] L(t) = tel(lfl,fb) Li(t) = L (b). (16)
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If the conditions of Theorem 1 and 2 hold, then the exponential rate Il. GAUSSIAN CASE
of a Neyman—Pearson detector can be determined. Suppose that the i
terval[—D(Px x Py || Pxv), I(X; Y)] is partitioned into two disjoint
subintervals, that is,

B'ften, physical processes are well-modeled by Gaussian distribu-
tions, particularly when the data arise from a sum of contributions of a
large number of particles. If the particles are fixed, then the sum of their
[-D(Px x Py||Pxy), Y] U [y, I(X; Y)] contributions is constant over time. Often the measurement process has
= [=D(Px x Py||Pxy), I(X; V). noise in |t,_wh|ch |§ modeled a_ls afjdltlve noise |n_th|s _sec.tlon. Then the
o ' data consist of a linear combination of a Gaussian distributed random
Define a region sighature and Gaussian noise. The binary hypothesis test for this phys-
Ay = {(2", g™ i (™, ") > 7). ical sign_atu_re authentication prqblem reduce_s to a decision of whether
" e e the realizations of the random signature are identical.

Let the signature processZ;} and noise process€dV;;} and
Lemma 1 (Stein):Let A,, be an acceptance region for the hypothesi Va.) be zero-mean, stationary Gaussian random processes with
H, and assume that the conditions of Theorems 1 and 2 hold.,Let real power spectraSz(\), Si(A), and Ss()), respectively. Two

Py{A,.}, 3. = Pi{A;] } bethe probabilities of error undéf, andH observations are available
respectively. Denote hy;, the minimum probability of error undéf, ,
under the constraint that, < ¢,0 < ¢ < 0.5. Then X1 =Zie + Wi, E=1,2,...,n (21)

lim lim 1 log 8, = —D(Px x Py||Pxv). Yi = Zog + Wa, E=1,2,..., n (22)

e—0n—oc N

Similarly, under the constraint that, < ¢,0 < ¢ < 0.5, the asymp-

i : A A 2(A
totic rate of the minimum probability of errar;, is given by Assumption 5:52(2), 51(4), and $3()) are real, bounded, and

Riemann integrable, ang (\) andS2 () are positive for all\.

lim lim — L log g, = ~T(X; Y). The two hypotheses in the detection problem are as follows. Hypoth-
esisH,inwhichZ,;, = Z;;, forall k, that is, the two signature process
The proof is similar to the proof of Stein’s lemma given in [16, pprealizations are the same; HypotheHis, in which Z, andZ, are i.i.d.
309-311]. realizations of the signature process. Denoteutlxe: Toeplitz covari-
Now suppose that for allk, Px=y~ has a density function. ance matrix corresponding toconsecutive observations of a random
Following the arguments from [9, Ch. 8], for the hypothesis testingrocess, parameterized by the power spectsigi), by K. (S).
problem, for any number of samples, the probability density  The information density is then
functions minimizing error exponents for the “false alarm” and “miss”

probabilities are the tilted density functions (X" Y") = —%[X"T, YR - Ry XM, v
(&, y")e” ' T s det(R;'Ry) (23
. x o, p(a")p(y _ S
G (a”, y") = B . —1<s<0 (17) 5 logdet(Ry ' Ri)  (23)
enPLn
" ny slog 2™ whereR; andR, are the covariance matrices under the hypothé&ges
n n p(l,’ )p(y )e p(@™)p(¥™) .
e n(2”, y") = ) 0<s<1 (18) andH,, respectively,
and the error-exponents are [Kn(sz +51) 0
0 =
(1/71)1)((25’”, Pxnyn) and (I/H)D(Hsvn, Pxn X Pyn) 0 KH(SZ+52)

K, (S,+ 51) K. (5z)
K,(S7) K.(S7+52)

where(),, » andIl, ,, are the tilted distribution functions.
Since the Gartner—Ellis theorem provides conditions for the exis-
tence of the large deviation rate functions

R,

(24)

1 Under hypothesi#f,, X™ andY ™ are correlated since the signature
,}E‘; ;D(Qsmv Pynyn) =L(t1,s) process realizations are identical. Under hypoth&gis X" andY™
. 1 are independent with the same marginal distributions as under hypoth-
nlgqlo gD(HS, ns Pxn X Pyn) :Io(fo’s) eSiSH1 .

Before we place the results in the context of the Gartner—Ellis the-

where
_ orem, we find the asymptotic log-moment-generating functions for the
s = d@;(s) = lim E,,  {in(X", Y")} random variable,, (X", Y™).
S 7L — OO
B (s Lemma 2: The asymptotic log-moment-generating functions, de-
t075 _ (I@doib) — nlgll Erg ﬂ{ln(X—n }rn)} fined as
In the simplest case, the entries¥f andY” arei.i.d. Inthatcase, — snin(X™, V™)

) . - o o, (s li —1 E., " , ,=0,1 (25
assuming tha’y1y1 has a density functiop(z, y), the quantities m(s) = e 0g( Emle” D: " ’ (25)
defined here do not depend an In particular,¢1,»(s) = ¢1(s) for are equal to
all », and

f . (@.y) — 1 [ , - s [T .
= log //p(l,, §)e* %8 TS da dy. (19) @i(s)==1 | logl=sf(A)dA== | log(L=F(N)dA
The expectations(X; Y) andD(Px x Py, Pxy) are given directly (26)
in terms of the densities, with and

D(Px x Py, Pxy) = //P(-T)P(?l)l()g % drdy. (20) Go(s+1)=,(5) 27)
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where 2
R S2(\ L,
fon) = 2 @ O |
(Sz(A)+ S (A))(Sz(N) + S2(N)) Lo
L, ‘
The proof is given in Appendix B and is based on standard results _'.0‘2 I 0 N
from the asymptotics of Toeplitz matrices (see, for example, [4]-[6]). - !
Note that f determines the performance. It is dependent on the S -4 !
signal-to-noise ratio (SNR) of each of the signals, and is a function of I
frequency. For high SNRY, is close to one. For low SNRg,is close -6l |
to zero. [
Comment 1: Under Assumption 5, then Assumptions 1, 3, and 4 -8 .
0 0.2 0.4 0.6 0.8 1

hold, so Theorems 1 and 3 and Lemma 1 are valid for the Gaussian
case. While it is difficult to show that Assumption 2 holds, the results

stated in Theorem 2 follow from the results of Gray [6]. Fig. 1

Comment 2: Under Assumption 5, each of the procesE&s, } and
{Y.. } satisfies the finite-gap information property (see Appendix C for

rate, is given by

4 .
a proof). [
; . . a=01n —— -
Under Assumption 5, we can obtain closed-form expressionsfor |
and L, the asymptotic expectations of the information density under 3 a=05m .-~ ! I‘
the hypothesed#l, and H,, respectively.L;, the mutual information a = 0.97 solid ! |
1
!

L, =

lim

n—oo

1 _ _ 1 _
{—% Tr[(RT' — Ry')R.] — > log det(R; 131)}
= lim —ilogdet(R;1R1)

n—oo 21

__Lr log(1— f(\))dA

Expected values; andL, as functions of SNR parameter.

f, SNR parameter
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J (29) .
TJex 0.85 0.9 0.95 1
andL,, the negative sup-relative entropy rate, is given by f, SNR parameter
R Qf'(/\) 1 (/7 ‘ . Fig. 2. Rate function/; parameterized b)C(fl) and three values of =
Ly = i . 1_7]50\) ax — in . log(1 — f(\))dA.  (30) (0.1, 0.5, 0.9).

From Lemma 2, we have explicit expressions for the log-moment-

generating functions,, (s), m = 0, 1 given by (26) and (27). Now 3 '
we can substitute these expressions into (12) to obtain
25
1/ 5 -
ILi(t) = 51}}) {st—l— o - log(1 — s f(A))dA = 2 I1(t)
s T :6
+ i [ testr = Foan} S|

and 1

Io(t) = I (t) + t. 0.5¢
The functionsl; (¢) and Iy (¢) are convex functions with their minima O_é

equal to zero achieved &= Ly andt = Lo, respectively.

IV. EXAMPLE

Fig. 3. Rate function$;, and/, for parametera = 0.9 andf =0.7.

In this section, we examine the effects of varying two parameters.
Suppose that the random signature, modeled as a white Gaussian noise
process, is filtered by an ideal low-pass filter. From the forny off

hypothesedl, andH,, respectively, as functions gfanda. From (29)

the two observations have different cutoff frequencies, the lower of thad (30), these functions are lineardnShown in Fig. 1 are plots of

two determines performance. Suppose this lower cutoff frequengy ishe values of.; andL, versusf for a specific value ofi = 0.57, and

where0 < a < w. Also, suppose that the two noise levels are constaatplot ofﬁ(f') =Ly —0.1(Ly — Lo). We use’(f) as our threshold.

in the passband of the low-pass filter. Then, the paranféi&aconstant Fig. 2 then shows three plots of the rate functiprevaluated al:(f)

in this band. The two parameters varied arand this constant value versusf, fora = 0.17, 0.57, and0.97. Note that the rate function in-

of f . creases witlr and withf' , as expected. Also, note that the performance
In order to compare performance, the threshold used must vary wépproaches being perfectﬁmcreases to one. Plots bf(t) andI (¢)

the SNR parameter value and with the cutoff frequency.ﬂ_leétf, a) as functions of the parametefor the case: = 0.97 andf = 0.7 are

andLo(f, @) be the asymptotic expected valueg,of X", Y") under presented in Fig. 3.
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are dependent, the information density converges to the sup mutual
information rate between the observations. Under the independence
hypothesis, the information density converges to the negative sup-rel-
ative entropy rate between the product and the joint distributions.
Conditions are given under which the convergence rates are exponen-
tial, and rate functions are derived. In the Gaussian case, the data are
modeled as signature plus noise, the power spectra of the signature
and noise processes determine the rate functions, and explicit formulas
for log-moment-generating functions and rate functions are derived.
Plots of the rate functions are shown when the signal processes are
low-pass. A simple binary example is also discussed.
. : The results rely on models for the data. For many anticipated appli-
-0.2 0] 0.2 cations, the derivation of these models may be the most challenging
L t L aspect. For example, in biometric applications, stochastic models
Y 1 for the biometric features being measured are required. In magnetic
medium authentication, explicit stochastic micromagnetic models for
the medium must be used. Typically, present implementations use
suboptimal, nonparametric test statistics such as the correlation coef-
V. BINARY CASE ficient between the candidate signature presented for authentication

For a binary case, we assume the same additive model as in @hd the previous signature measurement [8]. Much work remains in

Gaussian case. Thus, the two available observations are given by @43ntifying the performance loss in using a suboptimal approach.
and (22) withXy, Yi, Zix, andW;i, ¢ = 1, 2 being binary-valued,

Fig. 4. Rate functiong, and/, forp = 0.1.

with all additions performed moduf. For Bernoulli(1/2) entries of APPENDIX A
Z; and Bernoulli(p) entries ofiW;,, we obtain PROOF OFTHEOREM 2
1 For the proof of the theorem, Ié‘t)(f??yn, be thel'th-order Markov
(X" Y") == Z(l + &(Xy =Yi)logyg approximation to the stationary distributioRx~y~, and, thus, a
[t K -step Markov source.

+®(X) # Yi)log(1—¢q)) (1)  From the statement of the theoreR{/s) .. > Pxn x Py, for all
0 5 . - . . This ensures that the densit
whereq = p* + (1 — p)?, and®(-) is an indicator function that equalsn y
one if its argument is true. In this case, Fromyn (X", V") = dPxn X Pyn
o \ ' o arP)
X:Y)=1-H(qg) .
and is well-defined and by [3, Theorem 8.2.1] has a limit
D(Px x Py, Pyy) = —1/2log(2¢(1 — q)). lim llog Fxry» (X", Y™)
n—oo M
The asymptotic log-moment-generating function is given by the fol- =H a0y (Xo, Yo|XZ,, Y) a.e.Px x Py
. . . Px X Py||Pyy ’ ’ ’
lowing expressions:
_ i1 i1 where
di(s)=s+log{le +(1-¢)""}
X I(X_l,X_Q,...) and Y, :(Y’_l,y_g,...)
under hypothesig/; and
andH..(-) is a notation for the relative entropy between two distri-

Go(s) = (s = 1) +log{q"+ (1 - )"} butions.
under the hypothesiél,. If”zé,d()g ', Y") is finite for anyn, the chain rule for densities is
Similar to the Gaussian example, we find the explicit expressions f%?p

the large deviation rate functions under both hypotheses aps)
g yp l’n(‘Xvn-/ Y—n):—l10gf)(71y'71(){n7 }rn)_llog dPxny 3
n n | Pxny»

I (t) = s1t — s1 — log{q”'H +(1— q)"”'*'1 } (32) _ o .
(Xo, Yol Xy, Vo) =™,

n—0oC
— —H
o . . Py xPyllPYY
wheres; is the optimal parametergiven by ae.Ps x P
LY Y

(t—1-logq) =—H o (X, Y) =5,

s1 = —14+ lo ; -
1 log (%> glog(l—q)—(t—l) Px X Py ||P

XY

Since the last expression is a constant, the constant must also be the
andIo(t) = I, (t) + t. Plots of the rate functions for the case= 0.1  limit of the expected value af, (X", Y™) under the product distribu-
are given in Fig. 4. tion.

VI. CONCLUSION APPENDIX B

. . - PROOF OFLEMMA 2
This correspondence describes a framework for determining the

performance of physical signature authentication based on likelihoodConsider the log-moment-generating function of the random vari-
models. The hypothesis-testing approach yields the informatiéhlei,(X", ¥Y™)

density as the test statistic for deciding if two realizations of a random 1 amin (X7, ¥

process are independent. Under the hypothesis that the realizations ¢m.n(s) = —log Eple™™™ 00 ), m =0, L (33)
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Substituting (23) into (33) and taking the expectation, one obtains

G (5) = — % log det[s B (R — Ry') +1]

—Qilogdct[R1R0_1], m=0,1 (34)
n

whereR, andR, are given by (24).

3039

APPENDIX C
PROOF OFLEMMA 3

One can easily verify that under Assumption 5, the pair random
procesy (X, Y,,)} is stationary and ergodic witRx »y» andPx » x
Py~ being mutually absolutely continuous for eachand that As-
sumptions 3 and 4 hold. In this appendix, we show that the finite-gap
information property is satisfied for the Gaussian stationary processes

Under hypothesigf;

{X,}and{Y,}.

By the property of mutual information

®1,n(s) = —% log det[(s + 1)I — sR1R0_1]

-2 log det[Ry Ry ']
2n

—QL log det[I,, —s° K, (Sz)[K.(Sz)+K,.(S1)]
n

K"(Sz)[Kn(S7)+Kn(52)]_1]
_ %log(l(‘t[IH — K, (S2)[K.(57) +Kn(51>]_1

K. (52)K.(S2) + K. (S2)] 7'
Consider the product of the matrices

K. (SHIK.(S2)+K.(S)] ' K.(S2)[K.(Sz)+K,.(S:)] "
(35)

To analyze eigenvalues of the matrix product in (35), we first apply
triangular factorization to the matrik’,.(S) given by

(X415 X|X5) = =h(Xpea [ X, X5) 4+ WX |X5).

WXt | X~ X5 = % log 2me + 41

37

The first term in (37) is the differential entropy rate for the stationary
Gaussian process and is equal to

-

in log(Sz(A) 4+ S1(\)) dA.

The last term in (37) is bounded as

R(X g1 |X*) SI(Xpg1)

=2+ 3o </:(Sz(>\) + Sl()\))d/\> . @8

Therefore, the conditional mutual information (37) is finite for every

k > 1, and the finite-gap information property is satisfied.

K.(S7) = K\*(S,)K!/*(S2)

whereK'}/?(S ) is alower-triangular matrix anf/%(S,) is its con-
jugate transpose. Then (35) can be rewritten as

(2]
(3]
(4]
(3]
(6]

in the square brackets, are Hermitian matrices. After substituting they7]
above expression into the last termgaf . (s), we obtain

K\ (SO, + K7 (S2)K o (SHK 2 (S7)]!
I + K,V (SOK L (S) K, 25 K, (Sy2).

Note that the products of matrices

K. V*(SHK,.(SHK,*(Sy), i=1,2

8l
_i log det[In — [In + K;I/Z(SZ)Kn(Sl)K;T/Z(SZ)]71

o+ K (S KA (S) K287, ol

[10]
By [6, Theorems 4.3, 4.4] of Gray and Assumption 5, the matrix
in the outer square brackets in (36) is asymptotically equivalent to thél1]
matrix

(36)

5 [12]
C, <1 - 5% )

(Sz 4+ 51)(Sz+ 52)

whereC', is the notation for a circulant matrix. [13]
Then

[14]
lim <— 1 log det[(s + 1)I — sR, Ry '] — 2 log det[Rlel]) [15]

n—oo 2')1, Zn
_ 1/ s [T ; [16]

log(1 — f(\))dA.

log(1 — s f(X\))d\ — g

-7 -7

T dr
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