Algorithms for Robust
Information Embedding in Video:
Progress Report 03/01/04

Professor Joseph A. O'Sullivan

Nicholas Fichtenbaum
Department of Electrical and Systems Engineering

2 Washington University in St Iouis El-

Center for Security
Technologies




Agenda

 Progress at Washington University
— Feb. 1-29, 2004

 Block diagram discussions
e Statistical analysis

e Requests from VEIL:
— Video before/after standard transmission

— Further clarification of implementation
Issues

* Proposed Modified Timeline
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Progress at Washington University
Feb. 1-29, 2004

 Builds on Jan. 30, 2004 report

e System Design Framework:

— Progress on block diagram
Implementations, understanding

 Information embedding strategy
outlined
e Choices in applying principles:
statistical analysis

— DCT Coefficients

— SVD Analysis

T
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Embedding System Design

Raw Video Input Reformattind’

—* of Video

Secret key (e.g. spreading sequences)

|
____________________________ J

Raw embedded information

\4

Embedding
Block

* A

Wéshgton

University in St.Louis

A 4

Outer ECC
Encoder

\ 4

Possible
Reformatting

Encoded Video Output

—>

Confidential: VEIL-WU NDA

(ST

Center for Security
Technologies



Further Extraction
System Design

Video Reformatting Extraction | Video + Cleaned Video
7 Receiver *| of Video ™ Block  [---- -bi Reformattind- ____________
Secret key (e.g. spreading sequences)?
Outer ECC Extracted Information
Decoder >

Comments:
» proposed extraction block earlier
» dashed blocks are optional
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Statistical Analysis

« Distribution of the Energy in I, P, B, & GOP

e Distribution of the Prediction Errors in |, P, B Frames
e Distribution of DCT Coefficients I, P, B Frames

o Distribution of Individual Y DCT Coefficients | Frame
o Singular Value Decomposition Analysis

« Distribution of Correlation Values I, P, B Frames
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Histograrm of the ' Prediciton Error in an | Frame
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Histogram of the ¥ DCT coefficients in an | Frame Histogram of the ¥ DCT coefficients in a P Frame Histogram of the U DCT coefficients in an | Frame Histogram of the U DCT coefficients in a P Frame
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=ingular %alue Decompostion: Images of Eigenvectors of YT for the ¥ values of an | Frame
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Singular “alue Decompostion: Histograms of the Eigenvectors of v forthe ¥ DCT Components of and | Frame

Center for Security
Technologies

y [ o o o Lo [ —
d [ = = = = [ ]
‘n‘ o (e o l‘ o 1 o —e o IL (= ]
r [ 5 5 ™ g i =
[ I L Y oY B o B e L o L LS A L Y Y [ Lo Y e [N o L N Y o = N ot R o L
oy [ L0 L0 o o [ [
d [ (= (= (= (= [ =
| L | =1
Iy [ L] L] I I [ ™
[t T e L Y o R e o L o L T = S oV B e L S Y [ e Lo Y o R e e Y Y B e S
-y [y I I I I [ ™
d [ [ [ [ [ [ o]
\‘ o -—=ul o = 1 = = l = I‘ (= I‘ =
e L] s s s s [ [ A
[t I o L Y o B o - Y o [ o L S O o e O L= Y ot Y o L N et Y o = N ! I o L D
y [ o o o o [ —
d [ = = = = [ = zZ
] — l‘ (' (' 1 (' (' 1 — = W
T 1
e | | I I o N — -
[ I o L Y oY B o S N (O o LS A - Y o [ o Lo Y e [N o L N el Y o = N ! N o L L
| ™ ™ ™ ™ [ (] V
d (= (= (= (= [ =

0 nz

A
A
A

0

A

- .‘ ©
3 —
C
Iy [ [ [ [ [ ™ @
[t T e L Y o R e o L o L T = S oV B e L S Y [ e Lo Y o R e e Y Y B e S AM
iy (o - - - - (o o] Lm
= [ (i (i (i (i [ =
. g S
\* o I‘ = I‘ - I* - AJ - L - I‘ = I‘ =
Iy I e e e e I [
[t I o L Y o B o - Y o [ o L S O o e O L= Y ot Y o L N et Y o = N ! I o L
— I - Ly [ [ (o o
d [ [ [ [ [ [ =
fm ll‘ o Al‘ o ——l] o | L‘ | e \‘ o
- 1 | Ty | i~ ) ™
[t I o - Y oY B o S N (O o LS A - Y o [ o Lo Y e [N o L N Y o = N ! R o L
@ o o et o o Iy -
d [ (i (i (i (i [ =
o J (= Ll‘ (= Jll (= (= l‘ (= i (= I‘ =
g I I I I I I ™
[t =T T o e e N e L L L= S e (R e Lo Y o Y e Lo S VR e o S [ o Lo

ajeag Boq

Washington
University in St.Louis



Spread spectrum embedding, watermark visible

Distribution of the ¥ Correlation Yalues of an | Frame
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Spread spectrum embedding, watermark visible

Distribution of the ¥ Correlation Yalues of a P Frame
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Spread spectrum embedding, watermark visible

Distribution of the ¥ Correlation Values of a B Frame
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Modified Proposed Timeline

e Acquire new PC for project: Mar. 5

e Continuing development of WU block diagram
for information embedding/extraction
— spread spectrum, QIM, DC-QIM, combination
— choice of transforms
— analysis of distributions of coefficients before and
after transmission
 Demonstration of MPEG blocks: March 12

e Demonstration of information
embedding/extraction blocks: April 2

 Demonstration of MPEG blocks together with
iInformation embedding/extraction blocks: April
3
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Current Requests from VEIL

« Data for analysis of transmission statistics:
— Video before/after transmission
— Assistance with reformatting data analysis

 Blackfin processor issues

— Number of bits in DCT coefficient domain -
greater understanding of numerical
Implementation issues
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